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The purpose of this paper is to discuss various types of computer viruses, along with their characteristics, working, effects on the computer systems and to suggest measures for detecting the virus infection in a computer system and to elaborate means of prevention.

Design/methodology/approach
The author undertook an extensive study and review of the literature available online and on relevant web sites on the present topic.
A large number of viruses were found during the study, which are causing serious damages to computer systems. The author suggests ways to detect and prevent the different computer viruses.
Research limitations/implications
The research is based on and limited to the study of the relevant literature available on different relevant web sites.
Practical implications
The research will benefit business organizations, business houses, educational institutions and libraries working in fully computerized environments, in detection of viruses and preventing infection of their computer systems.
Social implications
The society will also benefit by attaining knowledge about the different types of computer viruses and the measures of prevention of infection.
Originality/value
There are a number of studies and articles available on the topic but almost all of them appear to be incomplete in the sense that either they discuss only a limited number of known viruses or suggest only limited ways of prevention. The paper has made an attempt to discuss almost all the computer viruses and every possible way of prevention of infection from them.
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A Study on Hazards of Computer Viruses
Computer use is becoming part of our lives every other day however there have been considerable threats of computer viruses in the recent past. Viruses have had adverse effects on data and programs ranging from formatting hard disks, damaging information infrastructure, suddenly restarting machines, deleting or modifying data and in some cases mild effects such as slowing down machines or producing irritating sounds. Viruses have been a major cause for worry especially with the advances in data processing, storage and movement of information technologically. Many computer users and organizations especially the computer intensive organizations have had to invest heavily in dealing with viruses particularly those organizations running the windows platform. These computer viruses have been defined by their characteristics of entry and multiplication without the user’s notice as well as diverting the normal functioning of the computer. This paper seeks to define a virus and explain its related terms such as malicious software, worms, and Trojan horses. It explains vulnerabilities of operating systems in relation to viruses, it makes an observation on strengths of Linux versus Windows, outline the present state of affairs, apart from using anti-virus software, there are other procedures which can help protect against viruses which are also mentioned, the future of computer viruses and the conclusion that the Internet is serving its purpose of interconnecting computer and hence promoting distribution of viruses then makes some recommendations on viruses.
Comparison, Analysis and Analogy of Biological and Computer Viruses
Correlation of biological and computer viruses through evolutionary game theory, pemodelan matematika terhadap penyebaran virus komputer dengan probabilitas kekebalan.
The increase in the number of computer viruses can be modeled with a mathematical model of the spread of SEIR type of diseases with immunity probability. This study aims to model the pattern of the spread of computer viruses. The method used in this research is the analytical method with the probability of mathematical immunity. Based on the analysis of the model, two equilibrium points free from disease E1 and endemic equilibrium points E2 were obtained. The existence and local stability of the equilibrium point depends on the basic reproduction number R0. Equilibrium points E1 and E2 tend to be locally stable because R0<1 which means there is no spread of disease. While the numerical simulation results shown that the size of the probability of immunity will affect compartment R and the minimum size of a new computer and the spread of computer viruses will affect compartments S and E on the graph of the simulation results. The conclusion obtained by the immune model SEIR successfully shows that increasing the probability of immunity significantly affects the increase in the number of computer hygiene after being exposed to a virus.
Predicting Spread Probability of Learning-Effect Computer Virus
With the rapid development of network technology, computer viruses have developed at a fast pace. The threat of computer viruses persists because of the constant demand for computers and networks. When a computer virus infects a facility, the virus seeks to invade other facilities in the network by exploiting the convenience of the network protocol and the high connectivity of the network. Hence, there is an increasing need for accurate calculation of the probability of computer-virus-infected areas for developing corresponding strategies, for example, based on the possible virus-infected areas, to interrupt the relevant connections between the uninfected and infected computers in time. The spread of the computer virus forms a scale-free network whose node degree follows the power rule. A novel algorithm based on the binary-addition tree algorithm (BAT) is proposed to effectively predict the spread of computer viruses. The proposed BAT utilizes the probability derived from PageRank from the scale-free network together with the consideration of state vectors with both the temporal and learning effects. The performance of the proposed algorithm was verified via numerous experiments.
EVOLUTION OF COMPUTER VIRUSES
The dynamical analysis of computer viruses model with age structure and delay.
This paper deals with the dynamical behaviors for a computer viruses model with age structure, where the loss of the acquired immunity and delay are incorporated. Through some rigorous analyses, an explicit formula for the basic reproduction number of the model is calculated, and some results about stability and instability of equilibria for the model are established. These findings show that the age structure and delay can produce Hopf bifurcation for the computer viruses model. The numerical examples are executed to validate the theoretical results.
A Fractional SAIDR Model in the Frame of Atangana–Baleanu Derivative
It is possible to produce mobile phone worms, which are computer viruses with the ability to command the running of cell phones by taking advantage of their flaws, to be transmitted from one device to the other with increasing numbers. In our day, one of the services to gain currency for circulating these malignant worms is SMS. The distinctions of computers from mobile devices render the existing propagation models of computer worms unable to start operating instantaneously in the mobile network, and this is particularly valid for the SMS framework. The susceptible–affected–infectious–suspended–recovered model with a classical derivative (abbreviated as SAIDR) was coined by Xiao et al., (2017) in order to correctly estimate the spread of worms by means of SMS. This study is the first to implement an Atangana–Baleanu (AB) derivative in association with the fractional SAIDR model, depending upon the SAIDR model. The existence and uniqueness of the drinking model solutions together with the stability analysis are shown through the Banach fixed point theorem. The special solution of the model is investigated using the Laplace transformation and then we present a set of numeric graphics by varying the fractional-order θ with the intention of showing the effectiveness of the fractional derivative.
Information Technology Act 2000 and the Potential Use of Data Analytics in Reducing Cybercrime in India
Cybercrime is increasing rapidly in this digitized world. Be it business, education, shopping, or banking transactions, everything is on cyberspace. Cybercrime covers a wide range of different attacks such as financial cybercrime, spreading computer viruses or malware, internet fraud, pornography cybercrime, intellectual property rights violation, etc. Due to increased cyber-attacks these days, the online users must be aware of these kinds of attacks and need to be cautious with their data online. Each country has their own laws for dealing with cybercrime. The different measures taken by the government of India to combat cybercrime are explained in this chapter. How the potential use of data analytics can help in reducing cybercrime in India is also explained.
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An Advance Study on Computer Viruses as Computer architecture

Abstract— The computers viruses have been become a challenge for computer architecture and self organizing system. There has been considerable interest in computer viruses since they first appeared in 1981 and increasing day by day as they have reached epidemic numbers in many personal computer environments. Viruses have been written about as a security problem, as a social problem, and as a possible means of performing useful tasks in a distributed computing environment. However, only recently have some scientists begun to ask if computer viruses are not a form of computer architecture- a self-replicating organism. Simply because computer viruses do not exist as organic molecules may not be sufficient reason to dismiss the classification of this form of “vandalware” as a form of life. This research paper starts with a description of how computer viruses operate and their history, and of the various ways computer viruses are structured. It then examines how viruses meet properties associated with life as defined by some researchers in the area of computer architecture and self organizing systems. The paper concludes with some comments directed towards the definition of artificially “alive” systems and experimentation.
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There has been considerable interest in computer viruses since they first appeared in 1981, and especially in the past few years as they have reached epidemic numbers in many personal computer environments. Viruses have been written about as a security problem, as a social problem, and as a possible means of performing useful tasks in a distributed computing environment. However, only recently have some scientists begun to ask if computer viruses are not a form of artificial life—a self-replicating organism.
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	(PDF) The Impact of Computer Virus
This paper presents a general overview on evolution of concealment methods in computer viruses and defensive techniques employed by anti-virus products.




	(PDF) Computer viruses
Nimda. Nimda is a complex virus with a life cycle consisting of four parts: a) local file infec-. tion, b) mass mailing, c) Web server infection, and d) LAN propagation. Nimda. locates EXE files ...




	(PDF) Computer Viruses and Detection : A review
Abstract. This paper reviews computer virus and few detection techniques. Computer viruses can wreak havoc to the operations of the computer. A computer virus is a type of malware that is ...




	An introduction to computer viruses: problems and solutions
- The purpose of this paper is to discuss various types of computer viruses, along with their characteristics, working, effects on the computer systems and to suggest measures for detecting the virus infection in a computer system and to elaborate means of prevention., - The author undertook an extensive study and review of the literature ...




	[PDF] A history of computer viruses
Malware "Ecology" Viewed as Ecological Succession: Historical Trends and Future Prospects. Reginald D. Smith. Computer Science, Environmental Science. ArXiv. 2014. The development and evolution of malware including computer viruses, worms, and trojan horses, is shown to be closely analogous to the process of community succession long recognized ...




	Computer viruses: What they are, how they work, how they ...
A computer virus is a program that replicates itself and spreads to computers with the goal of disrupting or destroying normal computer use. In academic computing, viruses represent a serious problem that costs millions of dollars in losses annually and hinders the free exchange of information so critical to education. Viruses operate in incubation, infection, and destroy phases. The nature ...




	[PDF] An Overview of Computer Viruses in a Research Environment
The threat of attack by computer viruses is in reality a very small part of a much more general threat, specifically attacks aimed at subverting computer security. This paper examines computer viruses as malicious logic in a research and development environment, relates them to various models of security and integrity, and examines current ...
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The threat of attack by computer viruses is in reality a very small part of a much more general threat, speciﬁcally attacks aimed at subverting computer security. This paper examines computer viruses as malicious logic in a research and devel-opment environment, relates them to various models of security and integrity, and




	PDF Computers 1989, 21 334-340 SESSION XIII TUTORIAL: COMPUTER VIRUSES
puter viruses to do extensive damage. This paper provides a tutorial on what computer viruses are and how one can deal with them in academic settings. A complete descrip tion of computer viruses can be found in R. Roberts's (1988) book on the topic. A computer virus can affect any laboratory in which




	computer viruses Latest Research Papers
This study aims to model the pattern of the spread of computer viruses. The method used in this research is the analytical method with the probability of mathematical immunity. Based on the analysis of the model, two equilibrium points free from disease E1 and endemic equilibrium points E2 were obtained.




	Decoding the World of Computer Viruses: Types and Proactive ...
Following the identification of common causes of computer virus assaults, potential remedies are sent to home computer users in an effort to help them combat these attacks and enhance their computer usage going ahead. This research focuses on the stages of computer viruses, their history, working principles and how to prevent them.




	An introduction to computer viruses: Problems and solutions
The paper has made an attempt to discuss almost all the computer viruses and every possible way of prevention of infection from them. Discover the world's research 25+ million members




	PDF Computer Viruses
Computer Viruses Theory and Experiments ... University, Bethlehem, PA 18215, USA, and The Foundation for Computer Integrity Research, Pittsburgh, PA 15217, USA. This paper introduces "computer viruses" and examines their potential for causing widespread damage to computer systems. Basic theoretical results are presented, and the infeasi- ...




	PDF A History Of Computer Viruses -The Famous 'Trio'
Late in 1987 computer viruses struck at two universi- ties in the States and one in Israel. l In October 1987 the Brain or Pakistani virus struck at the University of Delaware. ... These reports are based on extensive research using the virus to infect a system as well as the 'cracking' of the virus. ...




	A comprehensive review study of cyber-attacks and cyber security
A virus is a self-replicating program that spreads to other documents and other programs by duplicating itself, and may cause programs to malfunction. A computer virus acts like a biological virus that spreads through its reproduction to cells in the host body. Some of the popular viruses are: NIMDA, SLAMMER, and SASSER. Hacker




	Computer Viruses
This research paper starts with a description of how computer viruses operate and their history, and of the various ways computer viruses are structured. It then examines how viruses meet properties associated with life as defined by some researchers in the area of computer architecture and self organizing systems.




	An Advance Study on Computer Viruses as Computer architecture
International Journal of Engineering and Technical Research (IJETR) ISSN: 2321-0869, Volume-2, Issue-11, November 2014 An Advance Study on Computer Viruses as Computer architecture Rashid Husain, Salihu Umar Suru Abstract— The computers viruses have been become a or when the file is opened the virus may infect the computer's challenge for computer architecture and self organizing system.




	(PDF) The Evolution of Viruses and Worms
January 2004. T.M. Chen. J.-M. Robert. Computer viruses and network worms have evolved through a continuous series of innovations, leading to the recent wave of fast-spreading and dangerous worms ...




	PDF ISSN 2229-5518 Computer Viruses
Computer Viruses Sachin Dnyandeo Ubarhande Research Scholar, Department of Software Systems RGPV University, Bhopal, India ... This paper goes beyond a technical treatment, though, to defend the idea that viruses can be useful, inter- ... that computer viruses are always destructive is deeply in-T .




	PDF Computer Viruses
Viruses, worm, and the like often performMalicious acts, such as deleting files, accessing personal data, or using your computer to attack other computers.You can help keep your computer healthy by using antivirus software. Remember to update Your antivirus software regularly.




	(PDF) Review of Viruses and Antivirus Patterns
This paper reviews the various virus and antivirus patters and various detection schemes. Abstract-Computer viruses are executable code programs that have a unique ability to replicate themselves ...




	PDF Encrypting Viruses
Crypton is a ransomware type of the virus which is venomous software which can silently input into your computer device. These encrypting viruses input into the pc networks through e-mail, junk mail, attachments, etc. compared to the diverse different viruses the encrypted virus is tough to be detected.




	Computer Virus: Their Problems & Major at-tacks in Real Life
Data presented in Table 3 shows that 4.9% of the respondents regard absence of antivirus software as responsible for malware attack on their organisations' ICT equipment. Also, 19.4% of the ...
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